
Appendix A
Security Fundamentals: 

Exam 98-367

OBJECTIVE DOMAIN SKILL NUMBER LESSON NUMBER

Understanding Security Layers

Understand core security principles. 1.1 1

Understand physical security. 1.2 1

Understand Internet security. 1.3 5

Understand wireless security. 1.4 4

Understanding Operating System Security

Understand user authentication. 2.1 2

Understand permissions. 2.2 2

Understand password policies. 2.3 3

Understand audit policies. 2.4 2

Understand encryption. 2.5 2

Understand malware. 2.6 5

Understanding Network Security

Understand dedicated firewalls. 3.1 4

Understand Network Access Protection (NAP). 3.2 4

Understand network isolation. 3.3 4

Understand protocol security. 3.4 4

Understanding Security Software

Understand client protection. 4.1 5

Understand email protection. 4.2 5

Understand server protection. 4.3 5
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